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Abstract
As machine learning becomes increasingly incorporated in crucial decision-making
scenarios such as healthcare, recruitment, and loan assessment, there have been
increasing concerns about the privacy and fairness of such systems. Federated
learning has been viewed as a promising solution for collaboratively learning
machine learning models among multiple parties while maintaining the privacy
of their local data. However, federated learning also poses new challenges in
mitigating the potential bias against certain populations (e.g., demographic groups),
which typically requires centralized access to the sensitive information (e.g., race,
gender) of each data point. Motivated by the importance and challenges of group
fairness in federated learning, in this work, we propose FairFed, a novel algorithm
to enhance group fairness via a fairness-aware aggregation method, aiming to
provide fair model performance across different sensitive groups (e.g., racial,
gender groups) while maintaining high utility. The formulation can potentially
provide more flexibility in the customized local debiasing strategies for each client.
When running federated training on two widely investigated fairness datasets, Adult
and COMPAS, our proposed method outperforms the state-of-the-art fair federated
learning frameworks under a high heterogeneous sensitive attribute distribution.
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Introduction

Federated learning (FL) has received significant of attention for its ability to train large-scale models
in a decentralized manner without requiring direct access to user data [12, 24]. It also has been
increasingly applied to facilitate decision-making in various crucial areas, such as healthcare, recruitment, loan grading, etc. Nevertheless, there are concerns regarding biased performance against
certain populations in such ML-assisted decision-making systems [21, 3]. Despite the increasing
attention on FL fairness, most existing studies [18, 16] focus on equalizing the performance across
different participating devices/silos. Few works have discussed the group fairness [6] related to
sensitive attributes (e.g., gender, race), which is a crucial requirement for responsible AI systems
aiming to ensure the model treats the groups defined by sensitive attributes equally.
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Figure 1: FairFed: Group fairness-aware federated learning framework.
Some recent studies [1] attempt to adopt the fair ML strategies in centralized learning to FL systems.
However, most centralized fair ML methods require access to sensitive attributes; thus they can only
be applied locally on each client in order to preserve the privacy of clients in FL. When the data
distribution across clients exhibits high heterogeneity (e.g., different sensitive attributes distribution,
such as when one client only has data regarding males while another client only has data regarding
females), local debiasing cannot guarantee the fair performance on the overall population.
Driven by the importance and challenges of group fairness in FL, in this work, we propose a strategy
to enhance group fairness via a fairness-aware aggregation method named FairFed (Figure 1). Our
FairFed framework, introduced in Section 4, adaptively modifies aggregation weights at the server in
each round. The weights are based on the mismatch between the global fairness metric (at the server)
and the local fairness metric at each client, favoring clients whose local metrics match the global
metric. The structure of FairFed gives it the following advantages over existing fair FL strategies:
• Enhance group fairness under data heterogeneity: One of the biggest challenges to FL group
fairness is the heterogeneous distribution across different clients, which limits the impact of local
debiasing efforts on the global data distribution. FairFed shows significant improvement in fairness
performance under highly heterogeneous distribution settings, outperforming state-of-the-art methods
for fairness in FL, indicating promising implications in real-life applications.
• More freedom of customized modeling strategies on different clients: As FairFed works as
the aggregation method, it can potentially be more flexible to each client’s modeling strategy (we
expand on this notion in Section 4). For example, different clients can adopt different local debiasing
methods based on the properties of their devices and data partitions.
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Related work

In the classical centralized machine learning, substantial advancement has been made in group
fairness in three categories: pre-processing [8, 7], in-processing [13, 25] and post-processing [17, 14]
techniques. However, a majority of these techniques require access to the sensitive information (e.g.,
race, gender) of each data point, making it unsuitable for federated learning systems.
Fairness in federated learning. Federated learning can introduce new sources of bias through the
collaborative learning process. Various definitions of fairness have been proposed to quantify such
challenges in FL settings, such as Collaborative fairness and agent-based fairness. Collaborative
fairness [18] is defined as rewarding a high-contribution participant with a better performing local
model than is given to a low-contribution participant. Client-based fairness aims to equalize the
model performance across different clients. Existing studies have focused on uniforming the accuracy
distribution over all clients [16] and maximizing the performance of the worst client [20]. Due to the
potential cross-device or cross-silo heterogeneity, these methods cannot prevent the discrimination
against certain sensitive groups. For example, if the local models of all agents have the similar
accuracy performance while being biased against the under-privileged group, then the system will
satisfy the client-based fairness but will still display discrimination against certain sensitive groups.
Group fairness in federated learning Several recent works have made some progress on group fair
FL. One research direction is to design an optimization objective with fairness constraints [26, 4],
which requires each client to share the statistics of sensitive information to the server. Abay et
al. also [1] investigated the effectiveness of adopting centralized debiasing mechanisms on each
client. Local debiasing strategies are ineffective under the scenarios in which different clients have
the heterogeneous sensitive attribute distribution, which limits its application in real-life scenarios.
Compared to existing works, our proposed method does not restrict the local debiasing strategy of
each participating client, thus increasing the flexibility of the system. Empirical evaluations also
show that our method can yield more fairness improvements under higher data heterogeneity.
2
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Preliminaries

In this section, we start by reviewing one of the most commonly used aggregation methods in FL –
FedAvg [19]. We then introduce the definitions and metrics of group fairness and extend them to
federated learning scenarios by defining the notions of global and local fairness.
3.1

Federated Averaging (FedAvg)

In FL, multiple clients collaborate to find a parameter θ that minimizes a weighted average of the loss
across all clients. In particular:
K
X
min f (θ) =
ωk Lk (θ),
(1)
θ

k=1

where:
K is the total number of clients; Lk (θ) denotes the local objective at client k; ωk ≥ 0, and
P
ωk = 1. The local objective Lk ’sPcan be defined by empirical risks over the local dataset Dk of
size nk at client k, i.e., fk (θ) = n1k (x,y)∈Dk ℓ(θ, x, y).
To minimize the objective in (1), the federated averaging algorithm FedAvg, proposed in [19], samples
a subset of the Kclients per round to perform local training of the global model on their local datasets.
The model updates are then averaged at the server weighted by the size of their respective datasets.
The FedAvg algorithm and subsequent improvements (e.g., FedOPT [22], FedNova [23]) allow for
collaborative training of a high-performance global model while maintaining the privacy of the local
dataset of each client. However, this collaborative training can result in a global model that is unfair
towards an underlying demographic group of datapoints (similar to biases incurred in centralized
training of machine learning models [6]). We highlight different notions of group fairness of a model
in the following subsection.
3.2

Notions of group fairness

In sensitive machine learning applications, a data sample often contains private and sensitive demographic information that can lead to discriminatory. In particular, we assume that each data point is
associated with a sensitive binary attribute A, such as gender or race. For a model with a binary output
Ŷ (θ, x), the fairness is evaluated with respect to how it performs compared to the underlying groups
defined by sensitive attribute A. We use A = 1 to represent the privileged group (e.g., male), while
A = 0 is used to represent the under-privileged group (e.g., female). For the binary model output Ŷ
(and similarly the label Y ), Ŷ = 1 is assumed to be the positive outcome. We now discuss how to
evaluate the fairness of the output Ŷ of the global model based on two group fairness definitions that
are applied in centralized learning settings:
Definition 1 (Equal Opportunity [9]) : Equal opportunity measures a binary predictor Ŷ with
respect to A and Y . The predictor is considered fair from the equal opportunity perspective if the true
positive rate is independent of the sensitive attribute A (i.e., Pr(Ŷ = 1|A = 1, Y = 1) = Pr(Ŷ =
1|A = 0, Y = 1)). To measure this, we use the Equal Opportunity Difference (EOD), defined as
EOD = Pr(Ŷ = 1|A = 0, Y = 1) − Pr(Ŷ = 1|A = 1, Y = 1).
with an ideal value equal to zero.

(2)

Definition 2 (Statistical Parity [6]) : Statistical parity rewards the classifier for classifying each
group as positive at the same rate. Thus, a binary predictor Ŷ is fair from the statistical parity
perspective if Pr(Ŷ = 1|A = 1) = Pr(Ŷ = 1|A = 0). The Statistical Parity Difference (SPD)
metric (ideally should have a value of zero) is defined as
SP D = Pr(Ŷ = 1|A = 0) − Pr(Ŷ = 1|A = 1).
3.3

(3)

Global vs local group fairness in federated learning

The fairness definitions above can be readily applied to centralized model training to evaluate the
performance of the trained model. However, in FL, clients typically have non-IID data distributions,
which gives rise to low levels of fairness consideration in FL: global fairness and local fairness.
3

In particular, the global fairness performance of a given model takes into account the full dataset
D̄ = ∪k Dk across the K clients participating in FL. In contrast, when only the local dataset Dk at
client k is considered, we define the local fairness performance by applying the equations (2) and (3)
on the data distribution at client k.
We further explain the two definitions below using the example of the Equal Opportunity Difference
metric. For a trained classifier Ŷ , the global fairness EOD metric Fglobal is given by
Fglobal = Pr(Ŷ = 1|A = 0, Y = 1) − Pr(Ŷ = 1|A = 1, Y = 1),

(4)

where the probability above is based on the full dataset distribution (a mixture of the distributions
across the clients). We can similarly define the local fairness metric Fk at client k as
Fk = Pr(Ŷ = 1|A = g, Y = 1, C = k) − Pr(Ŷ = 1|A = g, Y = 1, C = k),

(5)

where the parameter C = k denotes that the k-th client and hence its local distribution (and dataset
Dk }) is considered in the fairness evaluation.

4

FairFed: Fairness-aware Federated Learning

We first start by discussing the challenges to achieving group fairness in FL, then introduce our
FairFed framework to address these challenges.
4.1

Challenges and the goal of fairness in federated learning

Given the notions of global/local group fairness defined in 3, we face the following challenges in FL:
• Local fairness does not imply global fairness: Due to the non-IID nature of the data distribution
across clients, the full data distribution may not be represented by any single local distribution at
any of the clients. Thus, for a classifier, Ŷ , the local fairness metrics {Fk }K
k=1 and the global metric
Fglobal may be quite different as an artifact of the difference between local and global distributions.
• Local debias mitigation cannot improve the global group fairness: Applying debias mitigation
techniques – which are typically used in centralized training [6] – locally with FedAvg does not
significantly improve the global group fairness of the model trained using FL (see experimental
results in Table 1 from Section 5.2 ). In fact, in some cases, local debiasing can be counterproductive
as the global minority group (e.g., African-American) might represent a local majority in the local
dataset (e.g., credit union data in a black-majority city such as Detroit). Based on these observations,
we can now define the ultimate goal of this work as follows.
Our Goal. The goal of this work is to develop an aggregation framework in FL that carefully benefits
from the local bias mitigation techniques in order to output a high-performance global model that is
also fair from a global group fairness perspective.
4.2

Our proposed approach

Recall that in the t-th iteration in FedAvg [19], local model updates {θkt }K
to
k=1 are weighted averaged
PK
P
get the new global model parameter θt as: θt+1 = k=1 ωkt θkt , where the weights ωkt = nk / k nk
depend only on the number of data points at each client.
Note that naive aggregation favors clients with more data points. If the training performed in these
clients results in locally biased models, then we end up with a biased global model since the weighted
averaging exaggerates the contribution of the model update from these clients.
Based on this observation, in FairFed, we propose a method to achieve global group fairness Fglobal
via adjusting the weights of different clients based on their local fairness metric Fk in addition to their
local dataset sizes. In particular, given the global fairness metric Fglobal , the server gives a higher
weight to clients that have a similar local fairness Fk to the global fairness metric.
Next, we illustrate how the aggregation weights for FairFed are computed at the server. A summary
of the the steps performed while tracking the EOD metric in FairFed are summarized in Algorithm 1.
4

Algorithm 1: FairFed Algorithm
Server executes:
Initialize global model parameter θ0 ;
Aggregate dataset statistics S = { Pr(A = 1, Y = 1), Pr(A = 0, Y = 1)} from clients through
secure aggregation and send to clients;
for each round t = 0, 1, · · · do
for each client k = 1, · · · K in parallel do
θkt , Fkt , mtglobal,k ← ClientLocalUpdate(k, θt );
end
P
t
t
Fglobal
← K
// Aggregate to get global metric as in (7);
k=1 mglobal,k
nk
t
t
t
,
∀k ∈ [K];
ω¯k ← exp(−β|Fk − Fglobal
|) · PK
k=1 nk
P
∀k ∈ [K];
ωkt ← ω¯k t / K
ω̄i t ,
PK i=1t t
t+1
θ
← k=1 ωk θk
end
ClientLocalUpdate(k, θ):
Fk ← LocalFairnessMetric(θ, Dk )
// Compute local fairness metric on θt using (5);
mk ← GlobalFairComponent(θ, Dk , S) // Get global fairness component as defined in (7);
θk ← LocalFairTraining(θ, Dk )
// Local training at client k with local debiasing;
Return θk , Fk , mk to server

4.3

Computing the aggregation weights for FairFed at the server

Particularly, for the k-th client, we assign the weight ωk based on the difference between the global
fairness metric Fglobal and the local fairness metric Fk :
nk
t
ω̄kt = exp(−β|Fkt − Fglobal
|) · PK

k=1

ωkt = ω̄kt /

PK

i=1

nk

, ∀k ∈ {1, · · · , K},

ω̄it , ∀k ∈ {1, · · · , K}.

(6)

where β is a parameter that controls the fairness budget, which controls the trade-off between model
utility and fairness. Higher values of β result in fairness metrics having a higher impact on the model
optimization, while a lower β results in a reduced perturbation of the FedAvg weights due to fairness
training; note that for β = 0, FairFed is equivalent to FedAvg. From the definition of ωk in (6), the
clients whose local fairness metric is similar to the global fairness metric will be assigned higher
weights, while clients that have localP
metrics that significantly deviate from the global metric will
have their FedAvg weights (i.e., nk / k nk ) modified to lower values.
Thus, so far, the training process of FairFed at each iteration follows the following steps: 1.Each
client reports their updated local model parameters and local fairness metric values Fk to the server
based on the last global model; 2. The server computes the global fairness metric value Fglobal ; 3.
The server updates the aggregation weights ωk based on the difference between the global metric
and the participants local metrics as defined in (6); 4.The server aggregates local model updates and
broadcasts the global model to the K clients.
4.4

How to privately compute the global metric at the server

One central assumption of FairFed presented above is the ability of the server to compute the global
metric Fglobal in each iteration without the clients having to share their local dataset with the server.
We demonstrate how the server can compute the Fglobal from non-private information sent by the
clients by considering the EOD metric. Similar computations follow for the SPD metric. Note that
the EOD metric in (4) can be rewritten as:
EOD = Pr(Ŷ = 1|A = 0, Y = 1) − Pr(Ŷ = 1|A = 1, Y = 1)
=

K
X
k=1

nk
PK

i=1

|

1
X

ni

(−1)a Pr(Ŷ = 1|A = a, Y = 1, C = k)

a=0

{z
mglobal,k
5

Pr(A = a, Y = 1|C = k)
,
Pr(Y = 1, A = a)
}

(7)

Thus the global EOD metric Fglobal can be computed by aggregating the values of mglobal,k from
the K clients. Note that the conditional distributions in the definition of mglobal,k above are local
performance metrics that can easily be computed by client k using its local dataset Dk .
The only non-local terms in mglobal,k are the full dataset statistics S = {Pr(Y = 1, A = 0), Pr(Y =
1, A = 1)}. These statistics S can be aggregated at the server using a single round of a secure
aggregation scheme (e.g., [2]) at the start of training and then shared with the K participating clients
to enable them to compute their global fairness component mglobal,k .
Flexibility of FairFed to heterogenous debiasing. Note that the FairFed weights ωkt in (6) rely only
on the values of the global/local fairness metrics and are not tuned towards a specific local debiasing
method. Thus, we believe that FairFed is flexible to applying different debiasing methods at each
client, and the server will incorporate the effects of these different methods by reweighting their
respective clients based on their reported local fairness and the weight computation in (6).
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5.1

Evaluation
Experimental setup

Implementation. We developed FairFed using FedML [10], which is a research-friendly FL library
used to explore new algorithms. To accelerate the training, we used its parallel training paradigm,
where each FL client is handled by an independent process using MPI (message passing interface).
We conducted experiments in a server with AMD EPYC 7502 32-Core CPU Processor.
Datasets. In this work, we adopt as case studies two binary decision datasets that are widely
investigated in fairness literature: the Adult [5] dataset and ProPublica COMPAS dataset [15]. For
the Adult dataset, the race (defined as white or non-white) of each subject is considered the sensitive
attribute in our experiments; for the COMPAS dataset, sex (defined as male or female) is considered
the sensitive attribute. We provide a summary of the constitution of each dataset in Appendix A.1.
Configurable data heterogeneity for diverse sensitive attribute distributions. To fully understand
our method and the baselines under different sensitive attribute distributions across clients, we need a
configurable data synthesis method. In our context, we use a generic non-IID synthesis method based
on the Dirichlet distribution proposed in [11] but apply it in a novel way for configurable sensitive
attribute distribution: for each sensitive attribute value a, we sample pa ∼ Dir(α) and allocate a
portion pa,k of the data points with A = a to client k. The parameter α controls the heterogeneity
of the distributions at each client, where α → ∞ results in IID distributions. An example of this
heterogeneous data distribution can be found in Appendix A.1.
Baselines. We adopt the following state-of-the-art solutions as our baselines:
• FedAvg [19]: the original federated learning algorithm for distributed training of private data. It
does not consider the fairness of different demographic groups.
• FedAvg + Local reweighting: Each client adopts the reweighting strategy [13] to debias its local
training data, then trains local models based on the processed data. FedAvg is used to aggregate the
local model updates at the server.
• FedAvg + Global reweighting [1]: A differential-privacy approach to collect statistics such as
the noisy number of samples with privileged attribute values and favorable labels from parties. The
server will compute global reweighing weights based on the collected statistics and share them with
parties. Parties assign the global reweighing weights to their data samples during FL training.
Hyperparameters. In our FedFair approach and the above baselines, we train a logistic regression
for binary classification learning tasks on the aforementioned datasets. All experimental results are
selected from the best accuracy obtained from grid search on important hyperparameters such as the
fairness budget β and learning rate. For each hyperparameter configuration, we report the average
performance of 20 random seeds. We summarize all hyperparameters in Appendix A.3.
5.2

Experimental results

Performance under the heterogeneous sensitive attribute distribution. Under partitions with
different heterogeneous levels, we compared the performance of FedAvg, local reweighting, and
FairFed. The results are summarized in Table 1. In high homogeneous data distributions (i.e., a large
α value), FairFed does not provide significant gains in fairness performance. This is due to the fact
6

Method

Acc.

EOD

SPD

FedAvg
Local
Global
FairFed
FedAvg
Local
Global
FairFed
FedAvg
Local
Global
FairFed

0.1
0.830
0.829
0.829
0.818
-0.041
-0.039
-0.040
-0.005
-0.062
-0.061
-0.062
-0.041

Adult (β = 1)
Heterogeneity Level α
0.2
0.5
10
0.830
0.830
0.829
0.829
0.829
0.829
0.829
0.829
0.828
0.822
0.828
0.828
-0.040
-0.042
-0.041
-0.038
-0.040
-0.039
-0.039
-0.041
-0.039
-0.019
-0.033
-0.038
-0.062
-0.062
-0.062
-0.061
-0.061
-0.060
-0.062
-0.062
-0.061
-0.049
-0.058
-0.060

5000
0.829
0.829
0.828
0.829
-0.041
-0.040
-0.039
-0.040
-0.062
-0.060
-0.061
-0.060

0.1
0.664
0.664
0.663
0.648
-0.068
-0.068
-0.067
-0.059
-0.128
-0.128
-0.129
-0.114

COMPAS (β = 1)
Heterogeneity Level α
0.2
0.5
10
0.664
0.664
0.663
0.663
0.664
0.662
0.663
0.662
0.662
0.644
0.652
0.662
-0.067
-0.069
-0.068
-0.068
-0.067
-0.066
-0.067
-0.067
-0.066
-0.055
-0.060
-0.065
-0.128
-0.129
-0.129
-0.128
-0.130
-0.127
-0.127
-0.130
-0.127
-0.110
-0.118
-0.126

5000
0.663
0.663
0.662
0.664
-0.066
-0.066
-0.065
-0.066
-0.128
-0.128
-0.127
0.126

Table 1: Performance comparison of data partition with different heterogeneity levels α. A smaller α
indicates a more heterogeneous distribution across clients. We report the average performance of 20
random seeds. For EOD and SPD metrics, values closer to zero indicate better fairness.

SPD

Accuracy

0.832

0.02

0.830

0.04

0.828
0.826
0.824
0.822
0.820
0

10

20

30

40

SPD

Accuracy

0.06
0.08
0.10
0.12
0.14

50

COMPAS
EOD

0.665
0.660
0.655
0.650
0.645
0.640
0.635
0.630

Accuracy

EOD

Fairness Metrics

Adult

0.00
0.01
0.02
0.03
0.04
0.05
0.06

Accuracy

Fairness Metrics

that under homogeneous sampling, the distributions of the local datasets are statistically similar (and
reflect the original distribution with enough samples), resulting in similar weights being computed
in all clients. For a larger level of heterogeneity in the sensitive attribute (i.e., a lower α = 0.1),
FairFed can improve EOD in Adult and COMPAS data by 87% and 13%, respectively, at the cost of
an accuracy reduction to 0.818 and 0.648 (only a 1% and 2.5% decrease), respectively. In contrast, at
the same heterogeneity level, both local and global reweighing strategies can only improve EOD by
7% and 1% for COMPAS and Adult datasets, respectively.

0

10

20

30

40

50

Figure 2: Effects of fairness budget β for K = 5 clients and heterogeneity parameter α = 0.5.
Performance under different fairness budgets (β). In FairFed, we introduce a fairness budget
parameter β, which controls the trade-off between accuracy and fairness (refer to Equation 6 for
the explanation of β). Figure 2 visualizes the effects of β using heterogeneity level α = 0.5 as an
example. As the value of β increases, the fairness constraint has a bigger impact on the aggregation
weights, yielding better fairness performance with a trade-off for the model accuracy.
In addition, we conducted experiments to verify the performance under different numbers of clients
and also checked the system efficiency (see Appendix A.2 for details).
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Conclusion and Future Works

In this work, motivated by the importance and challenges of group fairness in federated learning, we
propose the FairFed algorithm to enhance group fairness via a fairness-aware aggregation method,
aiming to provide fair model performance across different sensitive groups (e.g., racial, gender
groups) while maintaining high utility. Though our proposed method outperforms the state-of-the-art
fair FL frameworks under high data heterogeneity, limitations still exist. As such, we plan to further
improve FairFed from these perspectives: 1) We report the empirical results on binary classification
tasks in this work. We will extend the work to various application scenarios (e.g., regression tasks,
natural language processing); 2) We will extend our study to scenarios of heterogeneous application
of different local debiasing methods and understand how the framework can be tuned to incorporate
updates from these different debiasing schemes; 3) We plan to improve the formulation of aggregation
weights in FairFed in order to improve the trade-off between the gained fairness vs. lost accuracy; 4)
The current FairFed algorithm mainly focuses on the group fairness. We plan to integrate FairFed
with other fairness notions in FL, such as collaborative fairness and client-based fairness.
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